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How to responsibly
harness

..and avoid the risks of 'black box Al'

A practical guide for HR, Resourcing and People Leaders

Artificial intelligence is reshaping how organisations attract, assess
and hire.

This guide is for Chief People Officers, HR Directors and Heads of
Resourcing and Talent Acquisition across UK organisations. It sets
out a practical framework covering governance, ethical use, the

risks of the wrong kind of Al and how to build a recruitment process
that is both Al-forward and legally defensible.

We are a leading-edge applicant tracking and onboarding platform
trusted by UK organisations across the public, private and third
sectors to attract, assess, onboard and hire, keeping people at the
heart of every recruitment decision.
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WHAT THIS GUIDE COVERS

e The current state of Al recruitment and why it matters now
¢ What Al can and cannot do for your resourcing team

e The 'black box' Al risk: why some scoring platforms create serious legal and
ethical exposure

e The safe, transparent alternative: Al-assisted structured assessment that is
explainable, fair and legally defensible

¢ How to handle Al-generated candidate applications
¢ The UK governance and compliance framework before deploying Al
e Jobtrain's responsible Al approach

A companion document, Al Recruitment: Readiness Roadmap, provides a

practical maturity model and self-assessment tool to help your organisation plot the
next steps.

How to responsibly harness Al

O
in recruitment JObTralN Page 2 0f16

...more than an ATS


https://jobtrain.co.uk/home/applicant-tracking-system-uk/?source=ai-responsibility-guide
https://hub.jobtrain.co.uk/hubfs/Jobtrain%20website%20downloads%20PDFs/AI%20in%20Recruitment%20guide%20-%20April%202026/AI%20Recruitment%20Readiness%20Roadmap.pdf

SECTION 1: THE STATE OF Al IN RECRUITMENT

The UK recruitment landscape has rarely been more complex. ONS data for December
2025 to February 2026 records 721,000 vacancies across the UK, with 2.6 unemployed
people per vacancy - up from 1.9 a year earlier (ONS, March 2026). Resourcing teams face
pressure to do more with less: managing higher application volumes, growing
compliance obligations and pressure to cut time-to-hire, often with the same or smaller
teams.

Al has real potential to drive efficiency here. Used well and responsibly, it reduces
administrative burden, improves hiring speed and quality and supports fairer decisions
while keeping people at the centre. Used poorly, particularly through opaque 'black box'
Al scoring tools, it creates legal exposure under UK GDPR, bias amplification and
decisions that cannot be explained to candidates or defended in legal proceedings.
Understanding the difference is now a core competency for HR and resourcing leaders.

721,000 2.6 65%

UK vacancies unemployed people of job applican.ts use Alin
(ONS, Dec 2025-Feb 2024) per vacancy their application
(up from 19 in 2024/5, ONS) (Career Group Co., 2025)

Three forces driving Al adoption now

1. The efficiency imperative

Board-level pressure to reduce time-to-hire, demonstrate cost control and cut agency
spend pushes organisations towards smarter working. Al-powered automation, from
advert creation to interview scheduling, directly addresses these pressures.

2. The candidate behaviour shift

65% of job seekers now use Al tools during the application process (Career Group
Companies, 2025). Traditional personal statement-based forms no longer differentiate
candidates effectively or provide a fair basis for objective assessment. Resourcing teams
need new approaches.

3. The regulatory moment

The UK Government's framework for Al regulation sets out five cross-sector principles
that apply directly to recruitment Al. The ICO and EHRC are both actively developing
guidance on Al in hiring. Organisations that build governance now will be ahead; those
that deploy Al carelessly, particularly opaque scoring tools, face significant exposure.

The question for leaders is no longer whether to engage with Al in recruitment;
it is how to do so responsibly, effectively and in a way that genuinely serves and
protects your workforce and your candidates.
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SECTION 2: WHAT Al CAN (AND CANNOT) DO

Understanding where Al genuinely adds value and where it creates risk is essential
before making any deployment decisions. A key distinction runs through this guide: Al
that recommends structured assessment questions, which humans approve and deploy
against transparent scoring criteria, is fundamentally different from Al that scores
candidates by reading their written responses. The former is safe, explainable and legally
defensible. Section 3 explains why the latter is not.

v - Al and Automation CAN do this well X - Al cannot (and should not) do this

Draft inclusive, bias-checked job adverts
quickly

Generate weighted assessment questions
aligned to the role AND your organisation’s
own values and competency framework

Score candidates objectively using pre-set,
human-approved criteria on structured
responses

Match candidates in talent pools to live
vacancies for recruiter review

Provide real-time reporting dashboards and
flag workflow bottlenecks

Automate repetitive tasks: scheduling,
communications, offer letters

)
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Make final hiring or rejection decisions

Produce reliable, explainable scores by
reading CVs or free-text personal statements

Replace human judgement in shortlisting or
candidate assessment

Profile or screen candidates based on
protected characteristics

Guarantee fairness without human oversight
and transparent criteria

Replace robust data protection or regulatory
compliance obligations
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SECTION 3: THE BLACK BOX PROBLEM

WHAT IS 'BLACK BOX' Al SCORING?

A 'black box' Al scoring system uses a large language model or generative Al
engine to read a candidate's free-text response, a CV, personal statement or
open-ended answer and produce a score or ranking. The scoring logic is

generated dynamically each time it runs. It cannot be fully explained,
consistently reproduced or independently audited. The same candidate
submitting the same application twice may receive a different score. Nobody, not
the vendor, not the recruiter, not the candidate, can reliably explain exactly why a
particular score was given.

The five risks for UK employers

Safety, robustness and unexplainable decisions

Black box Al scoring is inherently unpredictable. The same application can receive
different scores on different runs. This is not a 'safe' system in any meaningful sense: it
cannot be independently audited, its outputs cannot be reproduced and its failure
modes are unknown. Under the UK Government's cross-sector Al principles, Al
systems must function reliably and safely. Black box scoring fails this test by design.

Legal exposure under UK GDPR Article 22

GDPR Article 22 gives candidates the right not to be subject to decisions based solely
on automated processing with significant effects, including recruitment outcomes. If
an Al scores and ranks candidates in a way that materially affects whether they
progress and if that scoring cannot be meaningfully explained or overridden by a
human with genuine understanding, the organisation is at risk.

Bias amplification and proxy discrimination

LLMs are trained on vast datasets of human-generated text that reflect historical
patterns of discrimination. When an LLM scores a candidate based on how they write,
it rewards writing styles associated with educated, native-English-speaking, majority-
group candidates. Under the Equality Act 2010, indirect discrimination requires no
intent: an organisation whose Al scoring produces disparate outcomes across
protected groups, even unwittingly, may face challenge from the EHRC.

Inability to explain outcomes to candidates

Under UK GDPR, candidates have the right to request an explanation of automated
processing that affects them. Under the UK's transparency and explainability

' principle, organisations must provide sufficient information about how Al systems
operate and affect decisions. If your Al scoring system cannot provide a clear,
consistent, item-by-item account of why a candidate received their score, you cannot
fulfil these obligations.

Ineffective against Al-generated applications

LLMs are exceptionally good at producing responses that other LLMs score highly,
because they share the same underlying patterns of 'good' writing. Black box Al
scoring may actively reward Al-generated applications, while disadvantaging
authentic responses with different language patterns. The result is the opposite of
objective assessment.

2§ = d 2 J 8 J 2

How to responsibly harness Al

O
in recruitment JObTralN Page 50f16

...more than an ATS


https://jobtrain.co.uk/home/applicant-tracking-system-uk/?source=ai-responsibility-guide

The safe, transparent alternative

We're building an Al tool that reads the job description alongside your organisation's
pre-entered Organisational Context Data, including Company Values Summary and
Competency Framework, and automatically generates a structured assessment question
set with weighted multiple-choice responses. Candidate answers are automatically
aggregated into a single objective score, ranked across all applicants. All questions and
weightings are reviewed and approved by the recruiter before deployment.

Al reads the JD and the Trust's Values and Competency Framework

o1 The system analyses the job description alongside your pre-entered company
values summary and competency framework to understand what 'good'
looks like for this organisation, not just this role.

Al generates structured questions with weighted multiple-choice
responses

Drawing on the role and organisational context, the Al generates assessment
guestions with weighted answer options. Each option carries a pre-defined
score. The recruiter reviews and approves all guestions and weightings before
deployment.

Candidates complete structured, timed assessment

Candidates answer defined questions with specific options. No open text

03 . . . . .
boxes. Timed responses, randomised question banks and branching logic
make Al-gaming genuinely difficult.

Transparent, criteria-based scoring produces an objective ranked list

Candidate answers are automatically aggregated into a single objective
score. Every score is fully explainable at question level: 'Candidate A chose
option B on question 3, weighted 8/10 for this role.' Any candidate can be told
exactly why they scored as they did.
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JOBTRAIN IN PRACTICE

Al: Organisational Context Data
Define your company's values, competencies, and brand traits that will be summarised and referenced in Al-generated adverts and imagery.

Company Values Summary

Provide statements that describe your organisation's culture and purpose. These values help Al-generated adverts and images reflect the right messaging

Improve with Al

Competency Framework Summary

Share the key skills and behaviours your organisation values in great hires. These will guide how Al generated content highlights the traits you're looking for.

Upload Competency Framework

Improve with Al

Brand Voice / Tone Summary

D be the tone, style, and personality of your brand — for example, professional and caring, or bold and innc

Improve with Al

Please note: This feature uses Al credits to generate content. Please review generated text to make sure it's accurate and reflects your intent

]

The Jobtrain Al Organisational Context Data screen: organisations enter their Company Values
Summary, Competency Framework and Brand Voice once. The Al Assessment Question Generator
reads this alongside each job description to generate organisation-specific, weighted assessment

questions.

Three ways this approach is transformative

It eliminates Al-generated application gaming

Structured questions with forced choices, time limits, randomised question banks
and branching logic cannot be effectively answered by pasting ChatGPT output.
The required responses are specific, contextual and role-dependent.

It delivers objective, auditable scoring

Every score maps directly to a specific question and answer choice, weighted
according to human-approved criteria set before any candidate responds.
Recruiters can instantly rank all applicants. Any candidate can be told exactly why
they scored as they did.

It supports EDI and reduces assessor bias

Criteria-based scoring removes the subjective language assessment that drives bias
in open-text scoring. Candidates are assessed on their choices and judgements, not
on how eloquently they express themselves, producing demonstrably better
diversity outcomes.
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Black box vs transparent assessment: at a glance

Dimension

'Black Box' Al scoring

Transparent structured
assessment

How scoring
works

Can you explain
the score?

GDPR Article 22

Bias risk

Resistance to Al
applications

Legal
defensibility

How to responsibly harness Al

in recruitment

LLM reads free-text CV or
personal statement and produces
a score

No: the LLM's reasoning is opaque
and cannot be reproduced

High risk: automated decision-
making with no meaningful
human control

High: LLMs amplify biases in
training data; penalises non-
native speakers and non-
traditional backgrounds

Low: GenAl easily generates
responses that LLMs score highly

Vulnerable: candidates cannot
understand why they were scored
as they were
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Al reads JD and your
values/competency framework,
generates weighted structured
guestions; candidate answers
automatically aggregated into
objective score

Yes: every score maps to a specific
guestion and answer with
predetermined weighting

Compliant: human-set criteria,
human-approved questions,
scoring is a tool not a decision

Lower: structured questions
assess competency directly;
anonymous scoring reduces
assessor bias

High: timed, structured,
branching questions with forced
choices are hard to game

Robust: transparent criteria,
documented scoring logic, full
audit trail per candidate
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The legal record: what it means for UK employers

The following cases have arisen in the United States, but the underlying principles apply
equally under UK law through GDPR Article 22, the Equality Act 2010 and the UK
Government's Al governance framework. Both employers and Al technology vendors can
bear responsibility for discriminatory outcomes.

Case Key facts and implications

iTutorGroup v. First-ever EEOC Al hiring settlement. The company's Al automatically
EEOC (US, 2023) rejected women over 55 and men over 60, learned from historical
$365,000 hiring data. EEOC: 'Employers cannot rely on Al to make employment
settlement decisions that discriminate.' Source: EEOC, August 2023.

Plaintiffs alleged Workday's Al screening discriminated based on race,
age and disability. A federal judge certified the collective action,
establishing Al vendors can be held liable as agents of employers. The
Court: 'Workday's role in hiring is no less significant because it
happens through Al.' Source: N.D. Cal., May 2025.

Mobley v. Workday
(US, 2024-25) Class

action certified May
2025

CVS settled after its Al video interview platform used facial expression
analysis to assign an 'employability score' assessing 'conscientiousness
and innate sense of integrity.' Source: Class action settled privately,

CVS / HireVue (US,
2024) Privately

settled 5024,

University of Researchers found Al models preferred resumes with white-
Washington Study  associated names in 85% of cases and disadvantaged Black male
(2024) Academic candidates in up to 100% of cases. Bias in LLM scoring is structural, not
evidence incidental. Source: Wilson and Caliskan, UW, 2024.

Although these cases are US-based, UK employers face equivalent obligations
under the Equality Act 2010 and UK GDPR. Both the employer and the
technology vendor can bear responsibility for discriminatory Al outcomes.
Vendor assurances alone are not sufficient.
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SECTION 4: THE CANDIDATE TRUST CHALLENGE

Nearly two-thirds of job applicants now use Al tools at some point during their
application (Career Group Companies, 2025). For teams still relying on open-ended
personal statement boxes, this creates a wave of polished, similarly-worded applications
that reveal very little about the candidate behind them.

The answer is not to try to detect and penalise Al-written responses, which is technically
unreliable and risks discriminating against non-native English speakers. The answer is to
redesign the process. Structured assessments with forced choices, time limits and
randomised questions assess genuine capability, resist Al-gaming and are far more
objective to score.

Transparency about your use of Al is also increasingly a legal requirement. Under the
UK's transparency and explainability principle, and under the contestability and redress
principle, candidates should understand how Al is used in recruitment affecting them
and have routes to query outcomes.

Candidate Al transparency: your checklist

Candidates are informed that Al tools are used in your recruitment process and what
they do

Your privacy notice explains which Al features are in use and what data they process

No Al tool makes a final hiring or rejection decision; all decisions are human-
reviewed

Al scoring is based on transparent, pre-set criteria, not opaque LLM judgment

Candidates can request a clear explanation of how their assessment was scored

Candidates retain the right to withdraw, correct or delete their data under UK GDPR

A DPIA has been conducted for all third-party Al features used in recruitment

Your careers site includes a clear, plain-English statement on Al use

The candidate experience is your employer brand. Al, when used
transparently and responsibly, makes the application journey faster, clearer
and fairer. When used opaquely, it undermines trust and creates legal risk.

How to responsibly harness Al
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SECTION 5: UK Al GOVERNANCE FOR RECRUITMENT

Getting governance right is not a blocker to Al adoption: it is what makes adoption
sustainable.

Whilst the EU has chosen to legislate, the UK opted for a less hardline approach and
instead has issued strong guidelines that regulatory bodies are expected to adhere to.
The UK Government has set out a pro-innovation approach to Al regulation, built on five
cross-sector principles.

These are not abstract: they map directly to the decisions organisations make when
deploying Al in recruitment and they provide the clearest available framework for
assessing whether a particular Al tool is safe to use.

The UK's five cross-sector Al principles applied to recruitment

Safety, Security and Robustness

Al systems should function reliably and safely throughout their lifecycle. In
recruitment, this means avoiding Al scoring tools whose outputs are
unpredictable, cannot be audited or may behave differently across runs. Any Al
feature used in recruitment should be documented, tested and monitored
continuously. Black box LLM scoring fails this principle by design.

Appropriate Transparency and Explainability

Organisations should provide sufficient information about how Al systems operate
and affect decisions. Every Al feature in your recruitment process must be
explainable to candidates, hiring managers and regulators. If your scoring system
cannot provide a clear, item-by-item rationale for every candidate score, it does
not meet this standard. Transparent, criteria-based scoring systems always can.

Fairness

Al should not produce unlawful discrimination or unfair outcomes. This means
using Al to build better, competency-mapped assessment questions rather than
scoring candidates on how they write. LLM scoring of free text creates proxy
discrimination risk under the Equality Act 2010. Structured, anonymised, criteria-
based scoring is demonstrably fairer and aligns with EDI reporting obligations.

Accountability and Governance

Organisations deploying Al must have clear responsibility and oversight
mechanisms. Al supports human decision-making: it never replaces it. Shortlisting,
interviews and appointment decisions require qualified human review. The
question set and scoring criteria must be human-approved before deployment.
Clear contractual arrangements with Al suppliers must define who is responsible
for what.

Contestability and Redress

People affected by Al decisions should have routes to challenge outcomes or seek
remedy. Under UK GDPR, candidates can request explanations of automated
processing. If your Al scoring cannot provide a clear, individual-level account of
why a candidate received their score, you cannot meet this obligation.
Transparent, weighted structured assessment always can.
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Supplier due diligence: questions to ask before deploying any
Al scoring tool

Does the Al make scoring decisions by reading and interpreting free-text

2

: candidate responses?

» Canyou provide a complete, itemised explanation of how any individual

: candidate's score was calculated?

- Has the Al scoring logic been independently audited for bias across protected

characteristic groups?

? Do you conduct and publish DPIAs for all Al recruitment features?

Is candidate data used to train or improve the Al model, and if so, what
consent mechanism isin place?

)

Can you demonstrate human oversight at every stage where Al influences
‘ candidate outcomes?

Do you provide full audit trails that can be produced in response to a legal
challenge?

If a vendor cannot answer these questions clearly and in writing, that is your
answer. For UK employers, the combination of EHRC obligations, ICO guidance
on Al and - for public sector and regulated organisations - public
accountability makes supplier due diligence non-negotiable.
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Governance readiness checklist
Data Protection and Legal Basis

D A valid legal basis has been identified under UK GDPR for each Al tool used in
recruitment

D DPIAs completed for all Al recruitment features
D Candidate privacy notices updated to reflect Al use in plain language

D Data retention and deletion policies defined and enforced for all recruitment data

Al Scoring and Assessment Transparency

D All candidate scoring is based on transparent, pre-set criteria, not opaque Al
judgment

] Assessment questions are Al-recommended but human-approved before
deployment

[ ] Every candidate score can be explained at question-and-answer level

E] No black box LLM scoring of free-text responses is in use or planned

Human Oversight

[] Al outputs are recommendations: no automated final decisions
[ ] Hiring managers are trained to review and challenge Al-generated suggestions

E] An escalation process exists for candidates to query Al-assisted outcomes

Fairness and Bias Monitoring

[ ] Al-generated job adverts are reviewed for exclusionary language before publication

D Structured assessment outcomes are monitored for disparate impact across
protected groups

[ ] EDIand diversity data is reviewed alongside Al recruitment outputs quarterly

Supplier Assurance

E] Supplier has provided a written Al assurance statement covering all Al features
E] Contractual terms clearly define data processor and controller responsibilities

[ ] Supplier Al features are documented with explainability evidence provided
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SECTION 6: JOBTRAIN'S APPROACH TO RESPONSIBLE Al

We're a leading-edge applicant tracking and onboarding platform trusted by UK
organisations across the public, private and third sectors to attract, assess, onboard and
hire, keeping people at the heart of every recruitment decision. Our approach to Al is
built on a single principle: Al should make recruitment faster, fairer and more
transparent, never replace human judgement and never introduce risks that
organisations cannot defend.

Critically, our approach does not use Al to score free-text responses. We use Al
intelligently to analyse job requirements and your organisation’s own values and
competencies, then apply transparent, human-approved criteria to score candidate
responses objectively. Our tools are designed to meet all five of the UK Government's
cross-sector Al principles.

Jobtrain does not use Al to read candidate responses and produce opaque
scores. We use Al to build better questions, assessed by transparent criteria
that can be clearly explained to every candidate.
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Our Al features for responsible recruitment

Al Job Advert Generator with Bias Checking

Creates inclusive, compelling job adverts that reduce unintentional gender-
coded or exclusionary language, supporting Equality Act 2010 compliance from
the start of the recruitment process.

Al Assessment Question Generator and Weighted Scoring Engine (in
development)

We're building an Al tool that reads the job description and your pre-entered
Organisational Context Data, including Company Values Summary and
Competency Framework, and automatically generates a structured assessment
guestion set with weighted multiple-choice responses. Candidates complete
the assessment and their answers are automatically aggregated into a single
objective score, ranked across all applicants. All questions and weightings are
reviewed and approved by the recruiter before deployment.

Transparent Scored Assessment Engine

Candidates respond to structured questions with defined multiple-choice
options. Each option carries a human-approved weighting. Every score is fully
explainable at question-and-answer level. Timed responses, randomised
guestion banks and branching logic further resist Al-generated answers.

Al Candidate Search and Matching

Surfaces potential matches between candidates in talent pools and live
vacancies. Recruiters always review and decide. Al provides the shortlist;
humans make the decision.

Advanced Insights Platform

Al-powered reporting and data visualisation including automated EDI reporting
and time-to-hire dashboards, providing the data to demonstrate compliance
and drive continuous improvement.

Rules-Based Automation (RBA) Engine

Drives automated workflows, actions and alerts across the recruitment journey,
reducing manual administration and ensuring compliance steps are never
missed.

Our commitments: what Jobtrain does not do

X We do not use Al to read candidate responses and produce opaque,
unexplainable scores

We do not make recruitment decisions using Al, ever
We do not use candidate data to train Al models
We do not screen out candidates based on protected characteristics

x X X X

We do not deploy Al features without human oversight at every decision
point

How to responsibly harness Al

@)
in recruitment JOobT,iN Page15of 16

...more than an ATS


https://jobtrain.co.uk/home/applicant-tracking-system-uk/?source=ai-responsibility-guide

Conclusion

UK employers stand at an inflection point with Al in recruitment. The technology is real,
the efficiency gains are proven and the regulatory framework is taking shape. The critical
decisions for HR and resourcing leaders are not whether to engage with Al, but which
kind to adopt and how.

Al that generates structured, competency-mapped assessment questions your
organisation’s own values and frameworks, which humans approve and apply through
transparent scoring criteria, delivers genuine gains in efficiency, objectivity and legal
defensibility. It eliminates Al-gaming at source, removes subjective language assessment
from hiring and produces scores that can be clearly explained to any candidate and
defended before any regulator.

Black box Al scoring, by contrast, fails every one of the UK Government's five cross-sector
Al principles. It creates unexplainable outcomes, amplifies bias, removes meaningful
human oversight and leaves both employer and vendor exposed to legal challenge.

Organisations that invest now in governance frameworks, structured assessment
redesign and transparent Al tools will be building recruitment processes that are faster,
fairer and more defensible than anything that existed before, all while keeping people
firmly at the heart of every hiring decision.

Al in recruitment is not a technology question. It is a leadership question. The
organisations that get it right will reduce vacancy rates, cut costs, improve
candidate experience and build a stronger workforce for the future.

Download the companion document:
Al Recruitment: Readiness Roadmap

The roadmap provides a practical maturity model and self-
assessment tool to help your organisation plot the next steps.

READY TO TAKE THE NEXT STEP?

Book a live demonstration of our recruitment platform or
speak to our team about your specific needs.

Visit: Jobtrain.co.uk | Call: 0161 850 2004

Sources: [1] ONS, Vacancies and jobs in the UK, March 2026. [2] Career Group Companies, 2025 Market
Trend Report (CNBC, February 2025). [3] EEOC v. iTutorGroup, August 2023. [4] Mobley v. Workday Inc.,
N.D. Cal, May 2025. [6] Wilson and Caliskan, University of Washington, 2024.
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